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H, BEEENREEEESS,;

2 REEE. BRNLEFEAENER. BEMS, XENBHTAE
UK EITR, XEWLETEIRED, TUNENREEE, #MIPHEA
1R1E;

3.RBITHN. BN EERIE—TENENE, FEME—TENLE, 0.
RIREHINNAEITHN. ANBREEITHES, FERAENRIET RFTAM
H—BEE;

4. BREE, FERXENECERENNEITN.

AR SEEIREMRER, BEREEMRIL,

A3 IE\QE

EXMEM T B D PrEEFRBINME, LI—RELRBINEKRES
RN, EXNEIEE RS DTEEM E, BT WXEBIEHAIT D LD
RETIE, AWBIEHT T ERNE, AXARIIXENER, WiEHTZE
SEWIRDITHVRIETT Ao
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SRIERAELEE, SENESE
SEERERTEI1I0%NEE L F,
SELENFINBANVEEI DI T
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—. [ERRERVARK

AAE, EAXEITRENENZ2IREN TIFREZE THIEN,
BB R IBNEREEEFLMUNFELE L, MaMAEE, XM IFER
A BRMRELESRETTERESE, SFERKR, 40T, WITHF
MR R BN IR IE S RENANE .

FERFIMANE, AXE, HIFEXY “EHRE” M =R Md
—EHX, “FR ENRRERENEELE 5K RpayloadXfF L, B
AT LR2REMRAMTENSTE; “EERE" B—1MEABEE, TX
BE “BR , CESFMIFREMANSE, NEREE. E515. A
FIERLENTAEFES.

BREBERBWSTA, ESUVSEENEESR, REELRUHNIE. 8

e

==
REWMEE, ERINPEIRES, ZV0WNEEHEHIER W SHAR,
AT BT
1. 51P: 105237 #H#EXMEEF, 10.5.237 R EIMSIREGETEEA
RS, B5MIP (192.168.200.###,192.168.255 ###,10.66.250 ###,10.82.18
0.###,192.168.255 ###) X310.5.237 ###H5 KEWISSHIAR], FEMFEIBRHIR

JE
RIEMIP, FMAXLERIPHTRHENEMNERESCR. XEDEE LS
EE2R45NEH;

2. 5IPEz: 105110 AXMEE, ZCRIPEWEMKRBIEEF A TE
SHESIEDNT, DIFERZENFEESR, BNERPREIERITIE
B, BT =20, FrERESBEdpythonilEmH#TRE, MAKRER
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“BRIRZFHI python_scanner” ZEAIEER, PREE L SEEEN20%I b,
RAPNES EMITHEaMARESE, WACEAMENBEIEES (B
1), MESAETILS L3NHEZ2BEMmmtIsHITIEE, MENRER
ApostiER, BERBME, BFITEWRE, “HEIBFTM, Wb \x19\xf1\
x03\x00\xaI\x00\x00\x00\x9d" , =1bg&EF=HI1RY], LUOVEEHITISEN,
FEROINLEE;, ANARRENRENARER, N, HR%E, 217F
SREHITIRE, HITHEREIE. WABHMSE—RIRME, XENHFBRNE

BEIThhaERENEE,

FOST /amtls/ /0000477 HTTR/L.1

Kccept: =/

CachwrControl : no-cachi

Connection: Keep-alive
Content-Length: 724

Content-Type: application/octet-strean
Host: 121.51. 72,101

Upgrade: antls

User-igent: MicreMessenger Client
X-Online-Hest: 1215173, 101

m
Ok

l]I\

HI\}%

L+ W =R T 2o @ HieHs fpBE 6 (bl AR

=pE 0@k 573 Y TenMD vL”’wu— il Yu b+ i'F=z’ =7 YIO  nWg @ & TMIT e ulld :JEY # wdl {16fz
12WCEL 'F§ =A: J1
T | irhf =&, q9EL JX & ZHRe 41 RV

El MESEENHEASTEM

BEAMRRENIT N, KRERTRNBEEENERNERSE LB
RIBEX, XMARFIHTA—BEXEREREAREIREETE, HTHA
BENET8RIRIE, WEEENNPEEBIMELUNEE,

BORNEEFERINER.

—_— Al S =2 o
— E%'lbi

EE—RXE (BEEAR) TRIREE, SELUETIEMRIP. BBIIP.
SELASEMAE, SENMHENEBREDHHER, BDERISKATTET
BRBONEE, B E—N BRI TR, R DESELSHEAL
REDEE. X—NPHNEZENAX AR EEREHITI IR,

NTEUNESLS, EERAENFERSNRNE, XMRRIEESNE
BN AR apE . SEREMRE. RIPAOBENIPEIMRIE. S
BERNNEMESFS, WTRENRYE, FNEVSZEFESFERAER, Il
WETBRANXEER ISESEREIVMEFELIE, FEIHRNZERD
B+

juj
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ME2Fm R, BB R T
10.200.10.###%192.168.255 ##BYFf
BEEXUNHESHER a1 L LRIrEZ
&, YR NE—/ N NTREREE
WE, WBAIRANE, EFREAE
NERTHEEE, BeHNER

webWHEXMEE, NI LULI
THE:

1 FELAE—, MNPZEX
R RN EE, BIATIRERET
—EIRIRAIOIEE, BRE—HFEX

BEIERE Z BBET ISR,
ERRGE, RERMRLXMIIEE

B8R
| =o

2. EEHEABREME, 115
KZA, SNBEE RAN6505% S
Z, HEEK FEMENETER
EBWESABRIREME, WHEERME
WE24 N TEL,, FFEAREMAREL 2
DIRETEM AL,

3. EEHMEMENHE, WE
Z BINPT B SEE AL FWE3MR
T, AN BURLEEEFIETER,
MpayloadAJ LB XL EEEH ZH
EBWEEFT51IEBIRIR,
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L]
® EEZ# python_sca...

2021-03-22 12:00

2021-03-2312:00 2021-03-24 12:00
timestamp per hour

2021-03-25 12:00

B2 10.200.10.##%7192.168.255 ##HY S EM LRSIt

GET /saas/getTime HTTP/1.0
Host: 192.168.255 ##
Connection: close
Accept-Encoding: gzip, deflate
Accept: */*

User-Agent: python-requests/2.20.1

E3 10.200.10.###%7192.168.255 ##HV S H A7

ZAMLLE3E, BANEARTLIFEL0.200.10.##5192.168.255 ## [8) &
ZERHIERSEMA,

B ERMERE R AR EEHI TR, ATURIIT0%~80% A GRS
ERFSU LA, AILERNERSEIRR. ATEHIRE NAEXITIAABBIE
', PMBERETANNNEERNBEELRNE, SR, BRNESEE
FREEWESEE, XWH P T RILIBOMENE B4,

pany £

BAKED ERELEWRH—THMNEFHER, BERABAEBEE
THE LRI, Ei, B D ESRO—EBRANEIF, WEIFRR,
10.8.##203 5 1051 #4.60 Z[AESKR6:30E ASARA ALI10005 £ EHIRE
FHAEE, RIEHpayloadRE (E5) A%, BIFANFREEEEAND
FriReE, FEFAEEHEL: REEHTEHRCRKIEE AN DR
Ko NTITIEIMEE, RATAILURLEHIDTHE:

1L SEREBE— 2REM. HERKR. HT —RESRS UM



f»‘.,

NSFOCUS
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NE—BIRS, ALERREMANEETLE—RBINE—, MEFNES— IHRNFTEARESEZILMUBIERE

AL E2MRENERT R ; I, EhAFEaEAENNRE
2. EEMAEEE, ENES—RERENERA; HE

3. FEZMHERETM. T%HFH, RIP “10.8.##.203” T
MEMIP “10.51.##.60" KL TREIENR, EE6:30MamBEIMEMNR
IP “10.51.##.79" &i1X 7T KE Post 1IBXK, LETAREHIE, AN, FAMER
BYIP “10.8.##.202” WRIESIRIP “10.8.##.2037 LPARNEETT N

@ 3% python_sca
1,000

800

600

Count

2021-03-22 12:00 2021-03-23 12:00 2021-03-24 12:00

timestamp per hour

2021-03-2512:00

E4 10.8.56.203510.51.10.60 [E)RY & EHEM KR 4t

GET
/dashboard/detux/report/b40fbf9437998bc6e58a859f024e166c662967406a
0400183a5ff1580e5934ed/HTTP/1.1
Host: 10.51.##.60:8089
User-Agent: python-requests/2.23.0
Accept-Encoding: gzip, deflate
Accept: */*

Connection: keep-alive

E5 10.8.56.203510.51.10.60 AYEE & a5

ZHU L3R, HIEXRDLME 10.8.##.203.
10.51.##.60. 10.51## 797 BN EFTHLASEENEREE, HTHEHFTE
RIBEELES, JLULRBIREERIL (ExtremeValue Theory) 3HIFT
BRERAMHIENEEESS, AEBIEERRY. BIRLETELSRHT
MRFE, REFERE ERBERANSEES. BIRERE, i1k

10.8.##.202 5

EERNTENE, WEEN
BETATFEE2REREENR
=, REBRMNBEMNBERNE. &%
WE. ERNUSHERESEEH
BR1ESMo

MTEESEMNERAMS, &
IRTERZE, Rz, ERNNEEE
H, ZDHNNHNEEZHEERE
Tt & B0

=. 7&@,; A==pul JE

EXE, HITF “BAL—TE
&M, BREWGHLRIE
T MARBEEE g2

[E==] ﬁ@%ﬁé—
BT R

LANEBP L. 1%
RELRHLETH, 2. AFIHEA
RXTIMNERARSS BB MIRAT Y, 3.k
REEIRRTT 0
SNFE—XKEHTRH, BFK
SRIBRENEBERAPEME—
ENES, BF NE—fEErEiE
RFELZNHIRE, HRBTAERA
BN, BWdEREER, W
BI6FTT, 122.70.128.1687E19 %~
ME10.18.250. ### &2 T “Apache
DhpSCHFESERATRIE, PHPUNIt i
BB HITIRIF(CVE-2017-9841),
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PHPUAZHITIRIE, ThinkPHP framework EEMREHITRE" F10/LA0RH
BAERIRMITA, BELZ2RENEETEN, 122.70.128. 168U X RBEH T
10.18.250 ##— B R 52, SEFMEARRE, BREFRFAVERE, B2
WHEER, BEZLHERIUAR—RIPHAEREEMNIPRAE ASHERZLE

NEE, BXEEERNEMITE LALLM,
@ F[EWebshellF( i
o ® PHPRENTER
500 @ HSIEN php_code.i...
@ PHP Unit JERRIGA,
= 400 @ BEESF#E phpmyadmi...
2021-03-22 12:00 2021-03-23 ut.ir:'a‘emmp p"hjsfw--as-n 12:00 2021-03-25 12:00
El6 122.70.128.168/m10.18.250.### 4 fClm/AE
ERTARAEBTREDE, BEESNEMET “REMSLER"
WA, BRMET T EMLEER” WA, WTEFNESRANSE,
AILLURIPHBRAIHITEERS, HITSEXBEHNE. SE M8 EH

TR, WTRBREBANEE, sJULURIPARMEITES, FtitERIPRIE
2. SEXAHE. FEZENNEERTILIR, BEHEXRBEHTIIR
BRI, GRALFIEIL+NPETANFZEMNEHR.

WFHTEXMB =KW, RNTESE—LKELL, REENS
MERYRB LBEITRE, X8 “WESN BURE, F=£N "WEN”
BME. ERE=ZXRETNRTRUAHTHE, HEBAEBAZESN
MR ABYA BT 0

REREMANSERAN S SESEENSNER, BE
R, LEHRE=-MULTNEFRES/EE
NEHWEI NI E S,

H_

]]I\}m‘

X Tl WER IE & R RN T
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EF R, ABENTURETHEX
1000 m M S ELIESE, _JLX%}:?EZ
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BR S| ERRTERR, AL
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WEERE, REIFA—ER
W&, REWHAREDBIRIRES ]
DI AIERfERE, XtBRReWM
SERN. UEBBAZH AT ETE%
WHWERREA, FEE DA F R
TRANERL, Bills. ZRIEYR
REX, BENRETANTESLRR
DRVRINERL T BERTH. AHIXE
BNPRAATXERE, F+LUANED
B, NE—TMERERER
FESWEN A E. = BB

2.1 FitEdE
TR ABWER, LEE

. BRITANES, XEEZBIMLE

TETHERABPTER “RE” FH,
HLfARN “RE" ERXE2THEER

MRE, RESFHNEXEENED
2. WEEE ARIBRMAL TN,
ElE, TR “FE” BIEXMBUR
H, NUREMNSICRERRE:
REBESANEFANREEF.

/iR, UEBAZFSERNEZBEHNERINEUNNZERS. 58

=] RELIERS

SRR RIS E

=
FF BN

WH=FZEWWXRATEILR, AR2RENEETEHEDT, K817 K

BEET, REXLEIRE, EB/NLEIY

SRESE, MINEAREMEE

HERFEEZT,

FMNU L2 EEYEREH—TFTER, ERIINEE R (L25EH

EOTZE

%
D =] WOEBAR) P RINMELLEERESENTEEZEE, &

SEDNIT6E (ERXPY 7 T2E)

¢ 0:

D BEBEEEREMEAR, THRLENEE,

TEDENEE,—REa: MBRE, NEMRANGTE, —&F

= WBIIRIES

D EREE —REE: ERUSMERRR. ARES NI M

RENRR. EEERRBENETES,
—wBs: TAS
ax

L (EXETAAER , EESE (M HREEmEZMERN
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5E) , NEEIBYRIENNETR, NEBEAREETASE;
¢ 3 RESEINIBYAFNEALETH, —REABR. B NER
K, P=EMKREE; FJUBTEMEMER, MERHIPEHEE
1R1F;
¢ 4 RETH,-REE REENPIRERETH, REERTN. &
SURATHSE, WINREENEE,
¢ 5 EREEEAREFNECERENARITIREANEE,
NTRBULETERENDHER, KETRNWRRAEIINBIERHE
T KR, JEIT —RANTENSES, ZRIEERSOLEXNTIAESIT
400075 A ERYEEHIE, HF99.7% U LIRSS RN E, LIR6REFTEND
FINERFR, HPEAMABRE, S NEEHE (BTERIK, UK
FRZED) , O~SEGELZEEBLLBI DRI 2.6240%, 89.3536%, 5.9829%,
0.4102%, 1.5410%, 0.0883%-

i HERESH
iR
107 4 R
. 2
100 4 |k
 TEA
105 RS
g 104 4
10% 4
102 4
10' 4
100 B
3.22 3.23 3.24 3.25 3.26

E2 ABEMBESERENH

WA EHIEBN RNV EENER (REEREINEHNRES
), MEILUMIEEYRNREEE, NRERTEIXETENDENEE, =
FEENLSHMASETERENNEA, NEWHREER, RRESENNREESKN
HBid4005 %, BmBANIPMEELIENEE, FHERecEdRET, RITFE
H—PAIEXESEEE, HIEEHNGERGMANS
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2 FERE

ERRBEEAMNS, REREBANSEENTRE, MNTHESRFTER

F
2

W9 228K / 2021.10



f»‘.,*

;’w x
NSFOCUS

TAER R

FFMENREITH, MESEH/IETHERLEEIRATEINERITHE
A, BENT (RREZEHENZ DHEEHE)

® RENAENERITN. RIAsip. dipZBEENBARNEAEN
BR1TH @5mMinW100%) , M—EETE (MRI/ES5K) WIEAERK
EBE, XMTHRENEN TR, BTFERSENXREFARFH
Ke&, RELVNERITALESNERMXANARS, WRENERN
KREMsshBERITH, TEFBsshiEREREFNEESIZRE TN
B, ZRRE B BRI R E R EH TR,

& NERYEEMIL. RIWAMNMBRELZNRBRN, HE17H, EbEE
WA REFTE NS ERE (RiR) , WAlgERE (RHSR) , XMTHEERE
ENWEN—E 2R, JIFHEHITALHES, XBOEDERENETT
NEZNOHEM,

® BARBHETN. RIASHERNFBRNTY, BRFLEHERE,
—BNENT2EE L,

* XN EITN. ABIMESR X EMMEHITEENM,

® VDEERENERITN, WsipMEEMIIRANERITA, TIEEHINR
HHEIERNNEAN WHR) NERITH, XEFEZMRED, BEH
A BRI EE AR R,

® WEEMEANETE, XLSEBEENM
WPNENIPRE (BNERAMHMEETRET
ENER. RTHSE) , SELVRE WEEREANSETTEIK

BAmNRE, FURIIXBHIEENENE) S5, BARBEUSE
%, BRRTIABRESEDR, KAEUDP

I\}

78, XUN: RENBERE,
BT , RIPRE (REI%
(

=
k&
SKBRE

2.3 BEEm
285

DY £ 57 ERNERLE20%E, TURMRNUEBAELHEREK
M, XERERNE L REEL N RESHEN ST o1, BE e —LEEE AN
EINLLRET, WKitsune[2]F A Z EAutoEncodertt ML mEH TR/,

Donut[3IFIAZE D BRIGesXIKPIEIEFHITR BN, AlertRank [41 @I85
WA EHEEH TR EONSESE, XL ZRATS BOIER LIA MO
B, BRAEREE, ENEEREEERMNEE, AATEH AN, T2
TENELGRR, BFEEHA—ERWE, HtACAEERUNER
T EREN XER B HuH— S A,
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=, FELE

FNTNB—E R KT Usexix
Security20218913[1], ZILX LA
MEmBENgE, WHEENE
FERHTM, 13X Dropboxa
BN ELEIBFHITIOUE, THEE
ERARISPTBMERIZRF, X300
NMENELHREH TR0 TIKXET
94.5%, FHERINERNTFI,
MR RAMIRIRMEHEAXEHBEE
HFERK; ZILXIR HHopperfa | &
%, FRSITEHN A XNIHER
ERICE, EBENLREERER

TEEE.

3.1 BuELE
W& T Dropbox’2A5]2019.1.1%

20204 1H 15 AERMINE

FIOR, HiT7.8125%. BFILRE
2 () Hag, Q) BRBAAE

(3) BFRICEIRMBEINEE (4)
R EMHEENEXER, XEER
HH 634K, 23276128,

FIRETPEENTINRETTE,
BE&—"HDropbox A F AL PAEIAAY
APTIZER326 BITRINIE R
7 Re
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3.275%

3.2.1d38

NTERRBEBMRRR, EXIERIEFHIT 1AL, BT U2
BRiER: (1) WindowlxEFR. WindowRASFREZBAERICTE, MX
ERIEFRANZELERSHRTIEN ER" ABRILAFRRBIERETH B
flas. WRXLEHIRERE R SHIEEHA40E U L, () BhERSE. XH
KEGHESMNTEEDEREILR, EHAER,

WYL ETETTE, RRERIERNEBRNISL2ZHE, NRBHREN
1/222.

3.2.2 RK4EH

HopperB R AEWEIMNESFTR, ZEHMEHWE, TIRENEES
FRET—PMRIKSIE, XESIBEMENERICRHITHENIE (BX#
TRE) , DABABRIERZENEMEER, FEIRFIEENOR (FFi-H
BIFER) EEHEFRENEMN, %9 (ELER) BIEEREN
B, WEFEEITOHERSE.

Lagins Domain Context Alert Budget
¥ ¥
. Scenario Feature | Scoring & Alerts:
(1) Causality [ Mateher | |Extraction {Detectian] Suspicious
Engine Paths
(2) Alert Generator

B3 HopperRALEME

3.2.3 XEX5|%¥
ZEBDERPTAREREIIERREKER, MA—FFERRE, XE

BEESNELFfRNEN: (1) 8&8NERIER ) BiEEBAVESMAR
BA Q) BRERXEZANICR (4) BEXE, HPRBREEREIEBENIGN,
CLEAR, UNCLEAR, 3%, BENIGNE&IZAER: BIZPRIBF BARKET T,
CLEAREEZFANUNCLEARBRZEFAAZE R EI LW, RANICLEARRIERT
Bk BEAN—BKA/ 2, UNCLEARERZANIZE(ER,
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Path Component Description
Login List List of logins in the path
Causal User Username of the employee whose

machine initiated the path

Changepoint Logins A list of logins where the username
differs from the path’s preceding login

Path Type BENIGN, CLEAR, or UNCLEAR: whether
the path switches to new credentials

E4 XESIZELEMMRENEGE

fRT E—/\HHRREREER, SELEMSERTERMINEEAN: (D HE
BRER, BTHERE ) ANSEREIE, THUNCLEARBRERHME. &
EEMSRBARIZNEST, BTy R0LE, XEEXTSMEMREZERN
75, JIBENIGNEIZBT RIMEMZR—i, Hit4h RMEZIRERBITHIRR
X, HRELEC EXSMBMRE, WAENEE, EREEL, WHEEWREH
TE—FRD, DARMRETR: AHEEXIEYR, TREFIETH.

N

Alert Budget Historic Alerts

Inferred Domain  Historic
Path Context

) 5B

Scenario
Matcher

Attack Scenario 2:
’ Unclear Causality

Attack Scenario 1:
Clear Credential Switch

Benign Path
Scenarios

Anomaly
Scoring

Path Feature
Extraction

E5 HELEMBNIE

WNTE—MREHR: GRERIEYNE, XMMHEH, REBRERELT
ZHMFHITEE: (1) BEREANCLEARER (2) BEFREEEPEFME
SERONENTE MR LR, ZHRRANESR, XEEWNTAZLE
18, WA EBEREBTHRRN, XM LHRREKNBED, LB
EEAADR, AERZLARPURMNER, WE6FIR, BHREFEE (L,
L4) , (L2, L4) , (L3, L4) 3FERE, X3FREANBYREKT—E, B
F (L W), (3, 14) FEART, (L2, 14) AEFERFPTIR, At
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(L1, L4) , (L3, L4) BFUNCLEAREE®E, M (L2, L4) EBEFBENIGNE SE ik

2o EXFIAHEHIERINUNCLEARERZBI3MFE, X3 MFIEXE 7%
ZmREN, MAXIMHENBEITHAREND, NARESHNREHT

A ER
= =o

L1: (tq, Alice)

(" Machine A (Client) Machine Y (Server)

Owner = Alice N L3 :(t3, Alice ]‘ ’ Owner = None

[ MachineB(Client) | Ly (t,,Bob) Las ()
Owner = Bab ) *
Machine Z {Server)
Owner = None
Ee TFREfl
3.3\

WCNXE TR TR, BE—IPEB%ERRGHIEE200ME LAY
B, FAEETNEABSHBERERER, REEABTBIR ML
(1) BR&EILET Q) RieBARTNEREME, KEMCRME, 12
EVEMAIE GMIEERE) , FEMBHLEETERIFIE, KEKE
HMEREELEFBRIUR. ZIEXBAR—RBBIEDTLILN, BEFAKRME
BEMERNEZL, (FERETRIR (WREGAIRBMXHIENIER) RN
FER, FREITIBEMPTBEN ST IFERMER. . 24

AX U2 EEHIRAG, D TRESEND MBS RMEREE, 7
BEINE-—RIMZEX, RENTEEREELESENNETE M
FLE, FRARBRNNETEERIFATR2IEE, IEa5EZEM
EMEBNGTERTH-DINE, X Z2EENER, MNESLE, K
TN RAVE AR DR R E TN B G T AMBIEIRZIERE, Xl
SEREAM, XA BEXE T,

DUEM SR ARIEEEANIR, SDEARERITIE .
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FRBASIEF RNEIRZ Z R SR
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Bienwvenido al BANCO PICHINCHA - X + - (]

C @ O B httpssiwww

pichincha.com/portal/in o

BANCO
PICHINCHA

En este momento estamos
en mantenimiento.

= BANCO
PICHINCHA

Comunicado oficial a nuestros clientes

En las ultimas horas, hemos identificado un incidente de ciberseguridad en
nuestros sistemas informaticos que ha inhabilitado parcialmente nuestros
servicios. Hemos tomado acciones inmediatas como aislar los sistemas
potencialmente afectados delresto de nuestrared y contar con expertos de
ciberseguridad para asistir en la investigacion.

Al momento, nuestra red de agencias, cajeros automaticos para retiros de
efectivo y pagos con tarjetas de debito y credito estan operativos.

Este incidente tecnologico no afecta el desemperio financiero del banco.
Reiteramos nuestro compromiso en precautelar los intereses de nuestros
clientes y restablecer la atencién normal a través de nuestros canales
digitales en el menor tiempo posible.

Hacemos un llamado a la calma para no generar congestion y mantenerse

informados a traves de los canales oficiales de Banco Pichincha para evitar
la propagacicn de rumores falsos.

Quito, 11 de octubre de 2021

Antonio Acosta
Presidente

Santiago Bayas
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Oracle Database Products Risk Matrices

Oracle Database Server 9 2 8.2
Oracle Essbase 5 3 10
Oracle GoldenGate 1 1 6.5
Oracle Graph Server and Client 1 1 7.5
Oracle REST Data Services 1 1 7.5
Oracle Secure Backup 1 1 74
Oracle Commerce 2 0 54
Oracle Communications Applications 19 14 9.8
Oracle Communications 71 56 9.9
Oracle Construction and Engineering 12 7 9.8
Oracle E-Business Suite 18 4 8.1
Oracle Enterprise Manager 8 5 9.8
Oracle Financial Services Applications 44 26 99
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Oracle Fusion Middleware

Oracle Health Sciences Applications 6 3 9.8
Oracle Hospitality Applications 1 1 6.1
Oracle Hyperion 6 5 6.1
Oracle Insurance Applications 16 11 9.8
Oracle Java SE 15 13 8.6
Oracle JD Edwards 11 8 7.5
Oracle MySQL 66 10 9.8
Oracle PeopleSoft 17 8 9.1
Oracle Retail Applications 26 9 83
Oracle Siebel CRM 6 5 7.5
Oracle Supply Chain 5 3 75
Oracle Systems 5 2 9.8
Oracle Utilities Applications 1 0 55
Oracle Virtualization 8 1 7.8
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Enterprise Manager Base Platform, versions 13.4.0.0, 13.5.0.0
Enterprise Manager for Oracle Database, version 13.4.0.0
Enterprise Manager Ops Center, version 12.4.0.0

Essbase Administration Services, versions prior to 11.1.2.4.46
Hyperion Financial Management, versions 11.1.2.4,11.2.6.0
Hyperion Financial Reporting, versions 11.1.2.4,11.2.6.0
Hyperion Infrastructure Technology, version 11.2.6.0
Hyperion Planning, versions 11.1.2.4,11.2.6.0

Instantis EnterpriseTrack, versions 17.1,17.2, 17.3

JD Edwards EnterpriseOne Orchestrator, versions prior to
9.26.0

JD Edwards EnterpriseOne Tools, versions prior t0 9.2.6.0
JD Edwards World Security, version A9.4
MySQL Client, versions 8.0.26 and prior

MySQL Cluster, versions 7.4.33 and prior, 7.5.23 and prior, 7.6.19
and prior, 8.0.26 and prior

MySQL Connectors, versions 8.0.26 and prior

MySQL Enterprise Monitor, versions 8.0.25 and prior
MySQL Server, versions 5.7.35 and prior, 8.0.26 and prior
MySQL Workbench, versions 8.0.26 and prior

Oracle Agile PLM, versions 9.3.3,9.3.6

Oracle Application Express, versions prior to 21.1.0
Oracle Application Testing Suite, version 13.3.0.1

Oracle Autovue for Agile Product Lifecycle Management,

version 21.0.2

https://support.oracle.com/rs?type=doc&id=2796575.1
https://support.oracle.com/rs?type=doc&id=2796575.1
https://support.oracle.com/rs?type=doc&id=2796575.1
https://support.oracle.com/rs?type=doc&id=2796575.1
https://support.oracle.com/rs?type=doc&id=2796575.1
https://support.oracle.com/rs?type=doc&id=2796575.1
https://support.oracle.com/rs?type=doc&id=2796575.1
https://support.oracle.com/rs?type=doc&id=2796575.1

https://support.oracle.com/rs?type=doc&id=2809438.1
https://support.oracle.com/rs?type=doc&id=2810363.1

https://support.oracle.com/rs?type=doc&id=2810363.1
https://support.oracle.com/rs?type=doc&id=2810363.1

https://support.oracle.com/rs?type=doc&id=2809354.1
https://support.oracle.com/rs?type=doc&id=2809354.1

https://support.oracle.com/rs?type=doc&id=2809354.1
https://support.oracle.com/rs?type=doc&id=2809354.1
https://support.oracle.com/rs?type=doc&id=2809354.1
https://support.oracle.com/rs?type=doc&id=2809354.1
https://support.oracle.com/rs?type=doc&id=2810378.1
https://support.oracle.com/rs?type=doc&id=2796575.1

https://support.oracle.com/rs?type=doc&id=2796575.1

https://support.oracle.com/rs?type=doc&id=2810378.1
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Oracle Banking Cash Management, versions 14.2, 14.3, 14.5

Oracle Banking Corporate Lending Process Management,
versions 14.2,14.3,14.5

Oracle Banking Credit Facilities Process Management, versions
14.2,14.3,14.5

Oracle Banking Enterprise Default Management, versions
2.10.0,2.12.0

Oracle Banking Extensibility Workbench, versions 14.2, 14.3,
145

Oracle Banking Platform, versions 2.6.2,2.7.1,2.9.0, 2.12.0
Oracle Banking Supply Chain Finance, versions 14.2, 14.3, 14.5

Oracle Banking Trade Finance Process Management, versions
142,143,145

Oracle Banking Virtual Account Management, versions 14.2,
14.3,14.5

Oracle Business Activity Monitoring, versions 11.1.1.9.0,
12.2.13.0,12.2.1.4.0

Oracle Business Intelligence Enterprise Edition, versions
5.5.0.0.0,12.2.1.3.0,12.2.1.4.0

Oracle Commerce Guided Search, version 11.3.2

Oracle Commerce Merchandising, version 11.3.2

Oracle Communications Application Session Controller,

version 3.9

Oracle Communications Billing and Revenue Management,
versions 7.5.0.0.0,12.0.0.3.0

Oracle Communications BRM - Elastic Charging Engine, version
12.0.0.3

Oracle Communications Calendar Server, version 8.0.0.6.0
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https://support.oracle.com/rs?type=doc&id=2815518.1
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Oracle Communications Cloud Native Core Network

Repository Function, version 1.14.0

Oracle Communications Cloud Native Core Policy, version
1110

Oracle Communications Control Plane Monitor, versions 3.4,
42,4344

Oracle Communications Converged Application Server -

Service Controller, version 6.2
Oracle Communications Design Studio, version 7.4.2

Oracle Communications Diameter Signaling Router, versions
8.0.0.0-8.5.0.0

Oracle Communications EAGLE

Oracle Communications EAGLE FTP Table Base Retrieval,

version 4.5

Oracle Communications EAGLE LNP Application Processor,
versions 46.7,46.8,46.9

Oracle Communications Element Manager, versions 8.2.0.0-
8.2.4.0

Oracle Communications Fraud Monitor, versions 3.4-4.4

Oracle Communications Interactive Session Recorder, version
6.4

Oracle Communications LSMS, versions 13.1-13.4
Oracle Communications Messaging Server, version 8.1
Oracle Communications MetaSolv Solution, version 6.3.1

Oracle Communications Offline Mediation Controller, version
12.0.0.3.0

Oracle Communications Operations Monitor, versions 3.4, 4.2,
43,44

Oracle Communications Policy Management, version 12.5.0

https://support.oracle.com/rs?type=doc&id=2809116.1

https://support.oracle.com/rs?type=doc&id=2809114.1

https://support.oracle.com/rs?type=doc&id=2809423.1

https://support.oracle.com/rs?type=doc&id=2809113.1
https://support.oracle.com/rs?type=doc&id=2808817.1
https://support.oracle.com/rs?type=doc&id=2809085.1
https://support.oracle.com/rs?type=doc&id=2809087.1

https://support.oracle.com/rs?type=doc&id=2809115.1

https://support.oracle.com/rs?type=doc&id=2809093.1

https://support.oracle.com/rs?type=doc&id=2809094.1
https://support.oracle.com/rs?type=doc&id=2809422.1
https://support.oracle.com/rs?type=doc&id=2809118.1

https://support.oracle.com/rs?type=doc&id=2809119.1
https://support.oracle.com/rs?type=doc&id=2808816.1

https://support.oracle.com/rs?type=doc&id=2808878.1

https://support.oracle.com/rs?type=doc&id=2808879.1

https://support.oracle.com/rs?type=doc&id=2809120.1

https://support.oracle.com/rs?type=doc&id=2809110.1
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Oracle Communications Pricing Design Center, version
12.0.0.3.0

Oracle Communications Services Gatekeeper, version 7.0

Oracle Communications Session Border Controller, versions
84,9.0

Oracle Communications Session Report Manager, versions
8.0.0.0-8.2.5.0

Oracle Communications Session Route Manager, versions
8.0.0.0-8.2.5.0

Oracle Data Integrator, version 12.2.1.4.0

Oracle Database Server, versions 12.1.0.2, 12.2.0.1, 19¢, 21c
Oracle Documaker, versions 12.6.0-12.6.4

Oracle E-Business Suite, versions 12.1.1-12.1.3,12.2.3-12.2.10
Oracle Enterprise Communications Broker, versions 3.2, 3.3
Oracle Enterprise Repository, version 11.1.1.7.0

Oracle Enterprise Telephony Fraud Monitor, versions 3.4, 4.2,
43 44

Oracle Ethernet Switch ES2-64, Oracle Ethernet Switch ES2-72,
version 2.0.0.14

Oracle Financial Services Analytical Applications Infrastructure,
versions 8.0.6-8.1.1

Oracle Financial Services Enterprise Case Management,
versions 8.0.7.2.0,8.0.8.1.0

Oracle Financial Services Model Management and Governance,
versions 8.0.8.0.0-8.1.0.0.0

Oracle FLEXCUBE Core Banking, versions 11.7,11.8,11.9, 11.10
Oracle Global Lifecycle Management OPatch

Oracle GoldenGate, versions prior to 19.1.0.0.0.210420

@ 22A1R / 2021.10
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https://support.oracle.com/rs?type=doc&id=2808815.1
https://support.oracle.com/rs?type=doc&id=2809111.1

https://support.oracle.com/rs?type=doc&id=2809267.1
https://support.oracle.com/rs?type=doc&id=2811990.1

https://support.oracle.com/rs?type=doc&id=2812072.1

https://support.oracle.com/rs?type=doc&id=2796575.1
https://support.oracle.com/rs?type=doc&id=2796575.1
https://support.oracle.com/rs?type=doc&id=2809145.1
https://support.oracle.com/rs?type=doc&id=2484000.1
https://support.oracle.com/rs?type=doc&id=2809298.1

https://support.oracle.com/rs?type=doc&id=2796575.1

https://support.oracle.com/rs?type=doc&id=2810340.1
https://support.oracle.com/rs?type=doc&id=2809232.1

https://support.oracle.com/rs?type=doc&id=2809214.1

https://support.oracle.com/

https://support.oracle.com/rs?type=doc&id=2814201.1

https://support.oracle.com/
https://support.oracle.com/rs?type=doc&id=2796575.1

https://support.oracle.com/rs?type=doc&id=2796575.1
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Oracle GoldenGate Application Adapters, version 19.1.0.0.0
Oracle GraalVM Enterprise Edition, versions 20.3.3,21.2.0
Oracle Graph Server and Client, versions prior to 21.3.0
Oracle Health Sciences Central Coding, versions 6.2.0, 6.3.0
Oracle Health Sciences InForm, version 6.3.0

Oracle Healthcare Data Repository, versions 7.0.2, 8.1.0

Oracle Healthcare Foundation, versions 7.3, 8.0, 8.1

Oracle Hospitality Cruise Shipboard Property Management

System, version 20.1.0

Oracle HTTP Server, versions 11.1.1.9.0, 12.2.1.4.0

Oracle Insurance Calculation Engine, versions 11.0.0-11.3.1
Oracle Insurance Policy Administration, versions 11.0.0-11.3.1
Oracle Java SE, versions 7u311, 8u301, 11.0.12, 17

Oracle NoSQL Database

Oracle Outside In Technology, version 8.5.5

Oracle Real User Experience Insight, versions 13.4.1.0, 13.5.1.0
Oracle Real-Time Decision Server, versions 3.2.0.0,11.1.1.9.0
Oracle REST Data Services, versions prior to 21.3

Oracle Retail Advanced Inventory Planning, versions 14.1, 15.0,
16.0

Oracle Retail Assortment Planning, version 16.0

Oracle Retail Back Office, versions 14.0, 14.1

Oracle Retail Bulk Data Integration, versions 16.0.3, 19.0.1
Oracle Retail Central Office, versions 14.0, 14.1

Oracle Retail Customer Management and Segmentation

Foundation, versions 16.0-19.0

Oracle Retail Extract Transform and Load, version 13.2.8

https://support.oracle.com/rs?type=doc&id=2796575.1
https://support.oracle.com/rs?type=doc&id=2810386.1
https://support.oracle.com/rs?type=doc&id=2796575.1
https://support.oracle.com/rs?type=doc&id=2806298.1
https://support.oracle.com/rs?type=doc&id=2806298.1

https://support.oracle.com/rs?type=doc&id=2806298.1

https://support.oracle.com/rs?type=doc&id=2806298.1

https://support.oracle.com/rs?type=doc&id=2806436.1

https://support.oracle.com/rs?type=doc&id=2796575.1
https://support.oracle.com/rs?type=doc&id=2809145.1
https://support.oracle.com/rs?type=doc&id=2809145.1
https://support.oracle.com/rs?type=doc&id=2810386.1
https://support.oracle.com/rs?type=doc&id=2796575.1
https://support.oracle.com/rs?type=doc&id=2796575.1
https://support.oracle.com/rs?type=doc&id=2796575.1
https://support.oracle.com/rs?type=doc&id=2796575.1

https://support.oracle.com/rs?type=doc&id=2796575.1
https://support.oracle.com/rs?type=doc&id=2801874.1

https://support.oracle.com/rs?type=doc&id=2801874.1
https://support.oracle.com/rs?type=doc&id=2801874.1
https://support.oracle.com/rs?type=doc&id=2801874.1

https://support.oracle.com/rs?type=doc&id=2801874.1
https://support.oracle.com/rs?type=doc&id=2801874.1

https://support.oracle.com/rs?type=doc&id=2801874.1
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Oracle Retail Financial Integration, versions 14.1.3.2, 15.0.4.0,
16.0.3.0

Oracle Retail Integration Bus, versions 14.1.3.2, 15.0.4.0,
16.0.3.0,19.0.1.0

Oracle Retail Merchandising System, versions 15.0.3, 19.0.1
Oracle Retail Point-of-Service, versions 14.0, 14.1

Oracle Retail Predictive Application Server, versions 14.1.3,
15.0.3,16.0.3

Oracle Retail Returns Management, versions 14.0, 14.1

Oracle Retail Service Backbone, versions 14.1.3.2, 15.0.4.0,
16.0.3.0,19.0.1.0

Oracle Retail Store Inventory Management, versions 14.1, 15.0,
16.0

Oracle Secure Backup, versions prior to 18.1.0.1.0
Oracle Secure Global Desktop, version 5.6

Oracle Solaris, version 11

Oracle Spatial Studio

Oracle SQL Developer

Oracle Transportation Management, version 6.4.3

Oracle Utilities Framework, versions 4.2.0.2.0, 4.2.0.3.0,
4.3.0.1.0-43.0.6.0,4.4.0.0.0,4.4.0.2.0,4.4.03.0

Oracle VM VirtualBox, versions prior to 6.1.28
Oracle WebCenter Portal,versions 12.2.1.3.0, 12.2.1.4.0
Oracle WebCenter Sites, versions 12.2.1.3.0, 12.2.1.4.0

Oracle WebLogic Server, versions 10.3.6.0.0, 12.1.3.0.0,
12.2.1.3.0,12.2.1.4.0,14.1.1.0.0

Oracle Weblogic Server Proxy Plug-In, versions 12.2.1.3.0,
12.2.1.4.0

Q) 22818 / 2021.10
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https://support.oracle.com/rs?type=doc&id=2801874.1

https://support.oracle.com/rs?type=doc&id=2801874.1

https://support.oracle.com/rs?type=doc&id=2801874.1

https://support.oracle.com/rs?type=doc&id=2801874.1
https://support.oracle.com/rs?type=doc&id=2801874.1
https://support.oracle.com/rs?type=doc&id=2801874.1

https://support.oracle.com/rs?type=doc&id=2801874.1

https://support.oracle.com/rs?type=doc&id=2801874.1

https://support.oracle.com/rs?type=doc&id=2796575.1
https://support.oracle.com/rs?type=doc&id=2810981.1
https://support.oracle.com/rs?type=doc&id=2809232.1
https://support.oracle.com/rs?type=doc&id=2796575.1
https://support.oracle.com/rs?type=doc&id=2796575.1

https://support.oracle.com/rs?type=doc&id=2810378.1
https://support.oracle.com/rs?type=doc&id=2809748.1

https://support.oracle.com/rs?type=doc&id=2810981.1
https://support.oracle.com/rs?type=doc&id=2796575.1

https://support.oracle.com/rs?type=doc&id=2796575.1

https://support.oracle.com/rs?type=doc&id=2796575.1

https://support.oracle.com/rs?type=doc&id=2796575.1
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Oracle ZFS Storage Appliance Kit, version 8.8

PeopleSoft Enterprise CC Common Application Objects,
version 9.2

PeopleSoft Enterprise CS Academic Advisement, version 9.2
PeopleSoft Enterprise CS Campus Community, versions 9.0, 9.2
PeopleSoft Enterprise CS SA Integration Pack, versions 9.0, 9.2
PeopleSoft Enterprise CS Student Records, version 9.2
PeopleSoft Enterprise PeopleTools, versions 8.57, 8.58, 8.59
PeopleSoft Enterprise SCM, version 9.2

Primavera Gateway, versions 17.12.0-17.12.11, 18.8.0-18.8.12,
19.12.0-19.12.11, 20.12.0-20.12.7

Primavera Unifier, versions 17.7-17.12, 18.8,19.12, 20.12
Siebel Applications, versions 21.9 and prior
Tekelec Platform Distribution, versions 7.4.0-7.7.1

Tekelec Virtual Operating Environment, versions 3.4.0-3.7.1

AT

https://support.oracle.com/rs?type=doc&id=2809232.1
https://support.oracle.com/rs?type=doc&id=2810361.1

https://support.oracle.com/rs?type=doc&id=2810361.1
https://support.oracle.com/rs?type=doc&id=2810361.1
https://support.oracle.com/rs?type=doc&id=2810361.1
https://support.oracle.com/rs?type=doc&id=2810361.1
https://support.oracle.com/rs?type=doc&id=2810361.1

https://support.oracle.com/rs?type=doc&id=2810361.1
https://support.oracle.com/rs?type=doc&id=2809438.1

https://support.oracle.com/rs?type=doc&id=2809438.1
https://support.oracle.com/rs?type=doc&id=2810362.1
https://support.oracle.com/rs?type=doc&id=2809117.1

https://support.oracle.com/rs?type=doc&id=2809138.1
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K, WAGAERAANR, FRRRURZRE2ASTFERNILEBEARE. FEMKH
Bt RENEENMER IMERHSAFEELRe S, YIARIETEZ2RENTT
B, BERNERS2BAT. REZRREAT, TRERERIELRLRENE
NE, MEUEASIEERTE LB, D

2021.10 / Z£A1% @



NSFOCUS

5% 10 AREEMS T mERRAES

& BHHEA: 2021-10-13

—. iR

10 B 13 B, &B\BAHE CERT
HUEHI LR 10 BLa2EM
T, BET 81 MREWEA, F
Kz Windows. Microsoft Office.
Microsoft Visual Studio. Exchange
Server &2 EANT @, HPEE
NREF. R AESHRITES R
Eaith

ABMBRAEEMEENRM
h, MEREANXE (Critical) BT
BB 31, EZ (Imp ortant) JH
B0, HAPEHE 41 0day BE:

Win32k R FHimR (CVE-
2021-40449)

Windows DNS Server 2 ({5
HATRIE (CVE-2021-40469)

Windows Kernel A RIEF IRH

(CVE-2021-41335)

Windows AppContainer BAA &
MM %= 2 IheEs T /A (CVE-2021-
41338) BHEXB/RREHAT #H
TR, TERRYIRIBEEEMR.

@ 22A1R / 2021.10

FBTEIELDITERS (RSAS) BEERERIIRAN T B AE DRE
pURMEET) (B #F CVE-2021-38672. CVE-2021-40461. CVE-2021-40486.
CVE-2021-40469. CVE-2021-40449 & RA) , BEFAF X FFBIE
ZRIHERFHEG AR BRERT, KEFALE VO.0R02F01.2501, EMHEEE:
http://update.nsfocus.com/update/listRsasDetail/v/ vulsys

SEWE.

https://msrc.microsoft.com/update-guide/en-us/releaseNote/2021-Oct

—. ExiERER

IR oAl T BRI 82 2 14 Ih % It R B3 th Bl 8 R M B K YR,
BHEXARER #HITXE:

Windows Hyper-V izf2{i5#17/KRMA (CVE-2021-38672/
CVE-2021-40461) :

Windows Hyper-V & Microsoft ByA#t @A EIRIZF, guest VM BJ3EEY
FHNHANZAZETES WM ERENRNEDEEIR, TRENKEEPR
ERFHIBNERTE BARAR S FRITHERE R,

BEREEE:

https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-
2021-38672

https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-
2021-40461
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Win32k I R{ZFHRR (CVE-2021-40449) :

Win32k FRfZ7E—1 NtGdiResetDC KK#, WHE L IZREER 2RI LUSE
ARRKENE;, HERARRNREE B HITEING AP R A SLIARIEF
BRI ERNEZ R AR E A Ao

[EPapizi=sitz-

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-40449

Windows Print Spooler #¥gi%:H (CVE-2021-36970) :

Windows fTENfE & iRSFETME, TRAAXENBERT, RESMHHIE
W E P NI Bz B AR N D2 T3,

[EPapir=yiiz-

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-36970

Microsoft Exchange Server iZf2 X3 1TKRHA (CVE-2021-
26427)

30 B I 38 eLEI AB SRR XY 2R 0MBY Exchange ARSS88 17X
7, AL BEAARSERImRILEAZ AT

[EPapil=yiiz=

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-26427

Microsoft Word iZf2(XE5#11TiRA (CVE-2021-40486) :

WHEPHEIHIFEERN Word X, SmINASBRESEMNARS LT
FEEXHME, PIEERARS LELUZAANRIITERNE, MSEEBRIIN
WEHIES o

E R imEEE:

https://msrc.microsoft.com/update-guide/en-US/vulnerability/CVE-2021-
40486

WindowsDNS server iZf2{Ci83#1TiRA (CVE-2021-40469) :
EARSSEECE N DNS fRS:NE R T, WEE A ALRESINE BRR
g ELLSYST EM ARIZIZRAS T, BEAFERFAE, BRRAATERH .
ERimEEE:
https://msrc.microsoft.com/update-guide/vulnerability/CVE-2021-40469
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CVE-2021-38672 Windows Server 2022 (Server Core installation)
Windows Server 2022
Windows 11 for x64-based Systems

CVE-2021-40461 Windows Server, version 20H2 (Server Core Installation)
Windows Server, version 2004 (Server Core installation)
Windows Server 2022 (Server Core installation)
Windows Server 2022
Windows Server 2019 (Server Core installation)
Windows Server 2019
Windows 11 for x64-based Systems
Windows 10 Version 21H1 for x64-based Systems
Windows 10 Version 20H2 for x64-based Systems
Windows 10 Version 2004 for x64-based Systems
Windows 10 Version 1909 for x64-based Systems
Windows 10 Version 1809 for x64-based Systems

CVE-2021-40449 Windows Server, version 20H2 (Server Core Installation)
CVE-2021-36970 Windows Server, version 2004 (Server Core installation)
Windows Server 2022 (Server Core installation)
Windows Server 2022
Windows Server 2019 (Server Core installation)
Windows Server 2019
Windows Server 2016 (Server Core installation)
Windows Server 2016
Windows Server 2012 R2 (Server Core installation)
Windows Server 2012 R2
Windows Server 2012 (Server Core installation) Windows Server 2012
Windows Server 2008 for x64-based Systems Service Pack 2 (S erver Core installation)
Windows Server 2008 for x64-based Systems Service Pack 2
Windows Server 2008 for 32-bit Systems Service Pack 2 (Server Core installation)
Windows Server 2008 for 32-bit Systems Service Pack 2

Windows Server 2008 R2 for x64-based Systems Service Pack 1 (Server Core installation)

@ 22A1R / 2021.10
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CVE-2021-26427

RRMF iR

Windows Server 2008 R2 for x64-based Systems Service Pack 1
Windows RT 8.1

Windows 8.1 for x64-based systems

Windows 8.1 for 32-bit systems

Windows 7 for x64-based Systems Service Pack 1
Windows 7 for 32-bit Systems Service Pack 1
Windows 11 for x64-based Systems

Windows 11 for ARM64-based Systems

Windows 10 for x64-based Systems Windows 10 for 32-bit Systems
Windows 10 Version 21H1 for x64-based Systems
Windows 10 Version 21H1 for ARM64-based Systems
Windows 10 Version 21H1 for 32-bit Systems
Windows 10 Version 20H2 for x64-based Systems
Windows 10 Version 20H2 for ARM64-based Systems
Windows 10 Version 20H2 for 32-bit Systems
Windows 10 Version 2004 for x64-based Systems
Windows 10 Version 2004 for ARM64-based Systems
Windows 10 Version 2004 for 32-bit Systems
Windows 10 Version 1909 for x64-based Systems
Windows 10 Version 1909 for ARM64-based Systems
Windows 10 Version 1909 for 32-bit Systems
Windows 10 Version 1809 for x64-based Systems
Windows 10 Version 1809 for ARM64-based Systems
Windows 10 Version 1809 for 32-bit Systems
Windows 10 Version 1607 for x64-based Systems
Windows 10 Version 1607 for 32-bit Systems

Microsoft Exchange Server 2019 Cumulative Update 11
Microsoft Exchange Server 2019 Cumulative Update 10
Microsoft Exchange Server 2016 Cumulative Update 22
Microsoft Exchange Server 2016 Cumulative Update 21
Microsoft Exchange Server 2013 Cumulative Update 23
Microsoft Word 2016 (64-bit edition)

Microsoft Word 2016 (32-bit edition)

Microsoft Word 2013 Service Pack 1 (64-bit editions)

2021.10 /| 22 AR P
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CVE-2021-40486

CVE-2021-40469

BRI MR

Microsoft Word 2013 Service Pack 1 (32-bit editions)
Microsoft Word 2013 RT Service Pack 1

Microsoft SharePoint Server 2019

Microsoft SharePoint Enterprise Server 2016

Microsoft SharePoint Enterprise Server 2013 Service Pack 1
Microsoft Office Web Apps Server 2013 Service Pack 1
Microsoft Office Online Server

Microsoft Office 2019 for 64-bit editions

Microsoft Office 2019 for 32-bit editions

Windows Server, version 2004 (Server Core installation)

Windows Server 2022 (Server Core installation)

Windows Server 2022

Windows Server, version 20H2 (Server Core Installation)

Windows Server 2019 (Server Core installation)

Windows Server 2019

Windows Server 2012 R2 (Server Core installation)

Windows Server 2012 R2

Windows Server 2012 (Server Core installation)

Windows Server 2012

Windows Server 2008 R2 for x64-based Systems Service Pack 1 (Server Core installation)
Windows Server 2008 R2 for x64-based Systems Service Pack 1

Windows Server 2008 for x64-based Systems Service Pack 2 (S erver Core installation)
Windows Server 2008 for x64-based Systems Service Pack 2

Windows Server 2008 for 32-bit Systems Service Pack 2 (Server Core installation)
Windows Server 2008 for 32-bit Systems Service Pack 2

Windows Server 2016 (Server Core installation)

Windows Server 2016

M. FEER

4.1 #TEHH

BEITHIE H EHNZ /R
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FaRAELZm TEEU ERRANZ S

T, BIEWEZR

MARRREEAT HITH

P, B NEBER:

https://msrc.microsoft.

com/update-guide/en-us/

releaseNote/2021-Oct

A BTG, BT

fR: RRYIR

Windows
Windows
Microsoft Office
Exchange Server
Windows
Windows
Windows
Windows

Microsoft Office,
Windows

Windows
Windows
Microsoft Dynamics
Windows
Windows
Windows
Windows

Microsoft Office

CVE-2021-38672
CVE-2021-40461
CVE-2021-40486
CVE-2021-34453
CVE-2021-36953
CVE-2021-36970
CVE-2021-40443

CVE-2021-40449

CVE-2021-40454

CVE-2021-40455
CVE-2021-40456
CVE-2021-40457
CVE-2021-40475
CVE-2021-40476
CVE-2021-40477
CVE-2021-40478

CVE-2021-41344

IRAAEREA, Windows Update B94N T EBFTRIBELE AN AR EREEANT

B, NMERBHERNT BE MR EH.

AR o Windows BlfR, % “RE(N)” , #£FE “Efilwe” -
“Windows %" , BEZNALWETER, BRlRE “BEEHHLEIRD

R BELEEHE

N ARMNLENER, AIROENIMBELIRIRES T HE, 2
WHAFREZRNE FEE, 55 “Microsoft BB R" Wih FERTZF

B L,

Windows Hyper-V 23 H1 T RH

Windows Hyper-V A2 A3 H 1T RE

Microsoft Word iEf S HATIRE

Microsoft Exchange Server 48R 55 IR TE

Windows TCP/IP 548k S5 RTH

Windows Print Spooler 23w /R 17

Windows Common Log File System Driver fXBRiEFH IR
Win32k F R4 F R

Rich Text Edit Control {5 3K RIA

Windows Installer ¥i3:/5R

Windows AD FS 22 IhRESeid R

Microsoft Dynamics 365 Customer Engagement BESI51 25/ 5H
Windows Cloud Files Mini Filter Driver {5 B3 & /R
Windows AppContainer Elevation Of Privilege Vulnerability
Windows Event Tracing A FRFEF+mE

Storage Spaces Controller I fR1FH/R

Microsoft SharePoint Server B2 H /TR E

Critical
Critical
Critical
Important
Important
Important
Important

Important

Important

Important
Important
Important
Important
Important
Important
Important

Important

2021.10 /| Z2AHR G



T X

e ¥

NSFOCUS

NS
Exchange Server

Exchange Server

NET,Microsoft Visual

Studio
Windows

Microsoft Visual
Studio

Microsoft Visual
Studio

Microsoft Visual
Studio

Exchange Server
Windows
Windows
Windows

Windows
Windows

Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Microsoft Office

Microsoft Office

CVE-2021-41348

CVE-2021-41350

CVE-2021-41355

CVE-2021-41361

CVE-2021-3450

CVE-2021-3449

CVE-2020-1971

CVE-2021-26427
CVE-2021-38662
CVE-2021-38663
CVE-2021-40450

CVE-2021-40460

CVE-2021-40462

CVE-2021-40463
CVE-2021-40464
CVE-2021-40465
CVE-2021-40466
CVE-2021-40467
CVE-2021-40468
CVE-2021-40469
CVE-2021-40470
CVE-2021-40471

CVE-2021-40472

@ 228K / 2021.10

Microsoft Exchange Server S RIZFHIRE

Microsoft Exchange Server 2t/ 15
NET Core and Visual Studio £ Bi¥ /R

Active Directory Federation Server 23/ E

OpenSSL: CVE-2021-3450 CA certificate check bypass with X509 _
V_FLAG_X509_STRICT

OpenSSL: CVE-2021-3449 NULL pointer deref in signature_

algorithms processing

OpenSSL: CVE-2020-1971 EDIPARTYNAME NULL pointer de-

reference

Microsoft Exchange Server A2 B HITRH

Windows Fast FAT File System Driver (= B ERE

Windows exFAT File System {2 B E& R

Win32k SR FHRR

Windows Remote Procedure Call Runtime Z2INEESHT IR
Windows Media Foundation Dolby Digital Atmos Decoders ZEiE
BT TR

Windows NAT 1E48AR 55 R

Windows Nearby Sharing I fR{Z 7% 1E

Windows Text Shaping T2 (XESH TR B

Windows Common Log File System Driver A RIEF+RH
Windows Common Log File System Driver /X BRi2FH/RH
Windows Bind Filter Driver & 3¢5 /RF

Windows DNS Server i3 HI TR

DirectX Graphics Kernel A [RIEF R

Microsoft Excel ‘EAZ B HITIRIA

Microsoft Excel 1€ EI &%)

Important

Important

Important

Important

Important

Important

Important

Important
Important
Important
Important

Important

Important

Important
Important
Important
Important
Important
Important
Important
Important
Important

Important
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Microsoft Office
Microsoft Office
Microsoft Office
Microsoft Office
Microsoft Office
Microsoft Office
Microsoft Office
Microsoft Office
Microsoft Office
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows
Windows

Windows

CVE kS
CVE-2021-40473
CVE-2021-40474
CVE-2021-40479
CVE-2021-40480
CVE-2021-40481
CVE-2021-40482
CVE-2021-40484
CVE-2021-40485
CVE-2021-40487
CVE-2021-40488
CVE-2021-40489
CVE-2021-26441
CVE-2021-26442
CVE-2021-41330
CVE-2021-41331
CVE-2021-41332
CVE-2021-41334
CVE-2021-41335
CVE-2021-41336
CVE-2021-41337
CVE-2021-41338
CVE-2021-41339
CVE-2021-41340
CVE-2021-41342
CVE-2021-41343
CVE-2021-41345

CVE-2021-41346

AT RE mEREE

Microsoft Excel ‘2 RA3HITIRIE

Microsoft Excel ImAz B HITIRIA

Microsoft Excel ImAZ B HITIRIA

Microsoft Office Visio A2 AT RIE

Microsoft Office Visio M2 PSR TR

Microsoft SharePoint Server {5 EIFEERF
Microsoft SharePoint Server 23 /R1E

Microsoft Excel 2L HAITIRIA

Microsoft SharePoint Server A2 ABHITIRIE
Storage Spaces Controller I fR{ZF+ R 1E

Storage Spaces Controller I fR{ZF R 1E

Storage Spaces Controller S RIZFHRE

Windows HTTP.sys 1R FHIRH

Microsoft Windows Media Foundation 2 A3 H11 TR H
Windows Media Audio Decoder A2 (AT T/RIE
Windows Print Spooler 15 B & R H

Windows Desktop Bridge A EHET+im5H

Windows Kernel A R4 R

Windows Kernel {5 BIE & RA

Active Directory e INgEST RE

Windows AppContainer Firewall Rules 2 IHEELHT IR
Microsoft DWM Core Library BRI FHIRTE
Windows Graphics Component Ei2 FUESH1TRIE
Windows MSHTML Platform A2 (A1 TR
Windows Fast FAT File SystemDriver {5 B3 & i3
Storage Spaces Controller IR 711

Console Window Host &2 IHEEL0T R

Important
Important
Important
Important
Important
Important
Important
Important
Important
Important
Important
Important
Important
Important
Important
Important
Important
Important
Important
Important
Important
Important
Important
Important
Important
Important

Important
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Windows CVE-2021-41347  Windows AppX Deployment Service A fRi2FHRE Important
System Center CVE-2021-41352  SCOM (EEIFEERA Important
Microsoft Dynamics  CVE-2021-41353  Microsoft Dynamics 365 (on-premises) 2i3w/R7H Important
Microsoft Dynamics ~ CVE-2021-41354  Microsoft Dynamics 365 (on-premises) Bk AR ITE Important
Windows CVE-2021-41357  Win32k AR FHRE Important
Apps CVE-2021-41363  Intune Management Extension &2 IhEEST IR Important
Microsoft Office CVE-2021-40483  Microsoft SharePoint Server #3&%E Low
Microsoft Edge

_ CVE-2021-37974  Chromium: CVE-2021-37974 Use after free in Safe Browsing Unknown
(Chromium-based)
Microsoft Edge ‘ ‘

_ CVE-2021-37975  Chromium: CVE-2021-37975 Use after free in V8 Unknown
(Chromium-based)
Microsoft Edge ; _ ,

, CVE-2021-37976  Chromium: CVE-2021-37976 Information leak in core Unknown
(Chromium-based)
Microsoft Edge ; _ ,

. CVE-2021-37977  Chromium: CVE-2021-37977 Use after free in Garbage Collection  Unknown
(Chromium-based)
Microsoft Edge i o

_ CVE-2021-37978  Chromium: CVE-2021-37978 Heap buffer overflow in Blink Unknown
(Chromium-based)
Microsoft Edge ; ;

, CVE-2021-37979  Chromium: CVE-2021-37979 Heap buffer overflow in WebRTC Unknown
(Chromium-based)
Microsoft Edge Chromium: CVE-2021-37980 Inappropriate implementation in

CVE-2021-37980 Unknown

(Chromium-based)

-

N

Sandbox

= B ~
ERENENARBERAIEFENZ2EE, FRREFALREAEREERRIE
g, BT R MALTE AEPMRHE R MEMNEMERNEEZNEREHR
K, WHACAERAANS, SBRERURZR2ASFETHLABERRE. FKERA
B REAENENERN IMEHAERELR2ANE, YIRIELZ2REN5T
B, OERNERS2EAES. REGBERRAIT, TRERERIER RS
AE, MEUEAAIFERTE LR,

/

@ 228K / 2021.10
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1. iEHEEFIAPixStealerfiMalRhinoBE G HITE B (T
EXRRGRARAERE

[#1A]

R AL, 7EGoogle Play BEFH LI NERE Android [ FATE
FERBTHRHEASZNESEAGNAR,, XEEBEIR MRIEELNH
BFEDE TR RENRITEENG ZM, £ PixStealerfIMalRhino, K&
EFAEERH T M EZEERMAIBB KA RELAERYE S LN
LIRFEND FEANS—METKS R, XA NEENAEFELEFARZEM
JRIE PIX N B2 F RN EEDHM

)

https://ti.nsfocus.com/security-news/IIMUM

2. EEFAGriftHorse BEEMEHRETSIER /XM
Android EHEEFM

[#Fi]

R AREM T —ME7 GriftHorse BBERHE, WHEANAIZERW
HERAET 70 2P ER/MXAIEET 1000 5 Android ZBeEFHl. WERSE
BN e R B ZBNTT, I_ERMF, WEEBY EEEIET Google Play E/E#]
=75 Android N BEIENN B H1TEE. AR SMFS LRERSEA,
BAMAIR T RABREZBIBEUEBE, REERRES/NNEDRIR
RBYSRHERE OBIRT.

& 22A1R / 2021.10

(&Z 55z
https://ti.nsfocus.com/security-
news/lIMUI

3. xEEFMABloody
Stealert¥BFEARSHE IR MK
PREE

(#5R]

RTEHENMARTARRNT —
fh& 7 BloodyStealer BIEHEEA
5, BIM Steam. Epic Games Stores
1 EA Origin ¥ &5 BT K M
IR, WHEFABloodyStealer &
BEFRAGNEINZRENTES
DE—E—RRIRET, BRNRSE
E78 UID H3R18 C&C IP #itltfF,
BloodyStealer M5 RZLA4/] 88 FIZEX
MR, QT ESEXEER
EEEM POST B3R, HREHEHEXA

EE C&Co

(&E 5]
https://ti.nsfocus.com/security-
news/IIMUD
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4. BEEMAMSHTMLF R #Z BrE R A SR OMABE %
Tl
(#ER]

TH, RAREZI T —kRENAMSHTMUR BT X8 S BrE 5 AT
OB EE . AR AR DI, S—HEAERREHRT HA
BIFROBIATITEIRER ], s —EEpAE MR R B R R N EED, X E
R THEFRNERET N, EXRWEERRBLUIES®RE, SXFE—
B ABRXMHBRASRE, SRMEMSHTMLBEGIIEHActiveXiZ1TER
3, SHEFHRT.

(&54ER]

https://ti.nsfocus.com/security-news/IIMUw

5. BRGNS mEESEMIE1.7THET

(#52])

BEWEH T LD ES SIS Bitcoin.org, HEN T HIHAR, HFl
BEEZSMIRGE, BEEWNT1.7H%%E7T. Bitcoin.org ERNELIE
17 “WERE" WE, KEEBIAESSWILAF RXERHEMIE, DEKE
WSS I AR, o, NTEMRBOKSIS, FRESE, %
MENBEFH—AERF,

(&5 1]

https://ti.nsfocus.com/security-news/lIMUv

6. BUMIRDY Bk CovisianBy Fa I 5F 18 43 ERi& Conti#h =X
GREIN VS

(#152]

Covisian@ZRMMIER ANEF RS SR ONENE 2 —, a8, W
FTARKEW, CovisianBFEI BN EEContiFnRRHFRA kRS, NEBRS
WiBRER, SEEIT. EBEMNNSNMREREINPMRS; SBABIT
RGFE o

€335
https://ti.nsfocus.com/security-news/IIMUx

7. REEFRAFHREER
#Tangle BotZEXAF FHE
g

[#EiR]

MER L AT RIEKI T —F
FRRE, WEELANdroidAR N
FTEEMR, MEMAEERH Tangle
BotZFBNA R FHER, BdmAR
RIXFBREESERE, TROlEE
Za, EMNTIR E 7 “Adobe Flash
PlayermR2EH#" WRBRRAEE
H SR 7T B L, TangleBot
RIENFH, FiaEeaFdls
HEELEREREYREIEEDLA
DARB BT FT FFig & B L A 2= 72 Xo
TangleBotEEI LB BEZEREN
FERT &MU AER. BE,
REBRGELWARELINERN
BICovid-19E4R,

[&E %]
https://ti.nsfocus.com/security-
news/IIMUf

8. WEEF A Android
FRITARZERMACEH BXI 5444

€735

EEH, FRARRI T H
Android TR1TARS, ZRNERMAC, B
FHEFFAERMACKS MIT8 M ERTTAI
RGBSR, WSHIREERK
AANER. BE. I AERNARE
F, HEtWREemyAEFNES
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WHURBIANBREE, AWEERTEREENAEFNEFADEFEE
% RIS

(&£ HEE]
https://ti.nsfocus.com/security-news/lIMU9

9. BRI ER B E XHIPython il AT BE A

[#15A]

TH, MRARRI T #$RZREEINEREEXBPythonl AR &
INZEFEETE VMware ESXi ARSS 28 ERVEIL. &, BERWHEBUEIIR
NEREN=/NEFEINZ T VMware ESXi RS 88 FRIE IR, ZEGETE
RESBEAZRINGE L5178 TeamViewer Bk RIp RN, RiEHEH
Advanced IP Scanner I8N ImIRA I H B R, #FEEHE Bitvis BY SSH
BERIHERE ESX AREE8. WHEBAXAEI, BEFEITHIBRTRES
FNEREENRB LU R EEMETA], AEMBREIMEE,

[&E k]
https://ti.nsfocus.com/security-news/I[MV1

10. WEHEF A UKMESEAERREMRERSKITEN
FRET IR AR

€735

EH, UesRNEREEELRFHMT AT LKINT —FHFY LANtenna
BURT AL BRI T, 2R A LUK B F A E iR A MR B R 1T B A
PR EIE. RAFNEZ MR ORI A EE Mordechai Guri &
™ CSRITENSFEEABWRESERSRE, FETUAWBAR HAE
LR EATRE, KElBERE. MENEIISER UTELE&E
S, MREHUE, FAREAELREE, 7

[SE& k]
https://ti.nsfocus.com/security-news/IIMUY
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11. WEHEEF BHRRE
SpringhillEf7 Pi# TR E

(#15A]

R ARED, Springhill &57
PLEBRRGL S, SBHEETH
DEDBFIREBRW, UNSEE
B)|FA=Etl, ZEENETPLRE
FIRIA, IARET LRI LB A
=, BERETRAZHNBEEPARY
MAZE) LB, FRIMRRG,
Z) BRI T ENRIRG, TS
HENNAEEM,

(& %]
https://ti.nsfocus.com/
security-news/lIMVE

12. BEITEZEXFHREH
Weir Group &= £ R HEHFAK
Wik

(#5R)

A, BE=BETEBELMF
/REEH (Weir Group) EZEIEHRN
B EH, ZHREHIEELT. Fl
BN TR, DIAREeEERL
WA BN IERRS0005 R, fF
IRERRSIKAZN . A HKRAS
BN EMISHE TIZAR A 75 ZRRHE
&, TEBO0E T EZEELIS A
R, WFIRSREHSH, F/RAE
T “BIRNESL RS, XWED
HT RRR N, HXRET 8B I8
RIFHEE— XEERENXAITR
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g8, RpRRBEMXAZOE W RIL (ERP)AM T2V AiEfF.

[(&E %]

https://ti.nsfocus.com/security-news/IIMVs

13. AN AARMET R0 EE

(#Ei2]

—KEBXRE RN EEERRAE ST LABTRKAERNENRS, &
£7 6GB NHUE, BESKAZNIATBEXNIZMER. XLEHIERT
Plug and Play Ventures, ZABREBAIFMFEEILINE BLER, HAEREM
"ENER, BHRRIAEIICIARRY, HRXERESEKRERLE, ZA
BFN, ©X@m X PayPal 7 Dropbox BIFHAE 25,

€333
https://ti.nsfocus.com/security-news/IIMV9

14. IHEF A CoinbaseiRRAG IR A3

(#1R]

MR AREI, WHEMNBINEEMAZZPT Coinbase SLEHIE T SMS BIW
HZ=SHIE 2FA) ZAFBURIEIM 6,000 2 MEFAHEGHE . RIEERAE
ENO RO AENEIRMEIBRE, WEEAEMTNNER BMER LA SK
FPHEXIBIESE, gEBsadET SMS NS MRIEHEE .

[(&E %]
https://ti.nsfocus.com/security-news/IIMV8

15. ER ALHET TwitchBRAIE LR

G735

[E& 4chan AAFTE 4chan Iz E& R 7 —1 128GB XHHRY torrent $3%,
HEMZE S M 6,000 NAZE Twitch Git FEESEUEUELUE. The Record
NERTHHADN T HIBURIEEEL Y, MIABENRNBEETFENEFR S
MM EIENGI AR B TR RIE AN Z A H R RTHIIR T RIER T 22
B, FEENEHITEASUBESHENTERE,
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https://ti.nsfocus.com/security-news/IIMV7

16. APT28404R 5133140008 Gmail BF ke

[#5R]

MRAZEZIMT —DAPT28MLSH&EER), Bl M lpyAkyy
14,000 & Gmail A/, ZARTERTZH22ELEEZIEHRS (GRU) 26 85 =2
BFRIARSS 0 (GTsSS) EES— 26165 Z9ME1E, Google I N TEMA
ANBFHMEEM ShEZ T, ZtMERIPEESER IVENSEENA
F, XERFAEREFTNMENELR TN, ZRE=BoBtHERS U
ST Z0E M.

[&&55E]

https://ti.nsfocus.com/security-news/l[MVe

17. hZEFKER Python flZsNZ VMware ESXi fRS5 2%

735

PRI FNERBENX Python BIZASRIEH VMware ESXi HINEARSS
BERABENFEEIN. \EEEIESEGEERZFIMNRE LEBETH
TeamViewer 1K RGNS, FAEWEEEA Advanced IP Scanner 318K
EISIRB E BT, SARMEAERN Bitvis B SSH B iEE R 3 ESXi ARSS 25,
AXMERT, REAHRH IT EERIL SSH ESXi Shell RSN HTEFTFH T
KL, BERRHRIEEAERIT— MBI Python BIZ (6kb) RINZARSS 28
FHEEREIMNAIPTE BN VM 1§ B,

(&£ 5]
https://ti.nsfocus.com/security-news/lIMV1

18. W BN AOday AR EHT i ZMAR

[iEiR]

EH, ARARKN, EEBOZ —ORIMESREEMERE, R
BEENBHE, UARKERBFIBZohoBF SHBIERETHE
RIREN “WEE" KHEN. XERTEEHF. CISA MiEFE DML

& 22A1R / 2021.10

[ETERRMR A AADSelfService Plus B
%, WHED UMBZRERKE
webshell, XX GEREBEHTTER
FEsh, BIEIrBER &R #17
eSOt B RECE £ T
Active Directory {4

(&E 5]
https://ti.nsfocus.com/security-

news/IIMTX

19. XERFEHECMGEE!

AR AN T
€732

EH, ARARRI, ZEE
HERICMGE R SR A B U,
SEFEANEREMN R, CMGIL
BEREBN I/ TR RS, &
5T AN E R 2T SORMER
HRVIEE. ZABNESR, BREX N

T <o

(& 5%R]
https://ti.nsfocus.com/security-
news/lIMVu

20. EIERAM2RERE
BB

(igtiR]

EH, HRARKI, NER
MIN2RERREENER E, D52
EEREMNARBLSRER O
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THEL 40 ZRESINEARETF0, SHERNITRZES, TEINEE
WER, FIENITRAGZLTEIRS, REXERBNETEEBEIHEEERT
AN, URkIbABE, SEHOBENRTEHIENUE, AP —EHEERREER
HEBEW Lo

[&E 5]
https://ti.nsfocus.com/security-news/lIMV4

21. MykingsBF MK @220 SEh E 3R F124705 %7t

(#1A]

EHFIRERT, 8RAOBAT00MARKET MEREZ. MyKingstB iR
ASmominrugiXaxmen, EEHITMEBLEMEN /&5, BREERNKITEY
A, THEZMAHTERE, IAZEENRARZEGEN “BR” T8
ERHENEBERBMN rarf.zipXfE, BINERITRFRY #EXE (Taylor
Swift) B89 Jpeg EIRMBRRIS R exeo EMINEARIG, Mykings=REXZ MG T H
TRANKIKBRRE, N BEAMAD, HERSRE. XARKEEM.
K HIWindows Defender. FEIE139. 4455Fim 1R AMIDEMRBoINFSLEE
BT RS B MR A E MRS BR,

€333
https://ti.nsfocus.com/security-news/IIMWr

22 WEEFRAFHEET ETHRURESETIERERE B

(#%i4]

ARAREI T —FEBOERLRME, ¥U Yanluowang, AFXI Rl ##1T
SEMNKE, FATREIERSER AdFind 88017 Active Directory &
WIER, ZTEZERNRUNHCERThAFNNMRIE, REETHEIR
RPGEZH, WEEREBH—NERILA, ZIALBICE— xt X
f, EREEERnSTHRRENEENEEE, B Windows Management
Instrumentation (WMI) SRERTE txt XAEFRFIHEBTAZTTEN TR ESIZE,
BEEFEHENTENEEZFIERE] processes.txte WHEEIFERMWENER
WG, ERELEEREFEDL, SR EARTE (81F SQL &0 ASE
Veeam) IBRAFTEHIE, ABNXXHHITINE . $FRUXHER yanluowang &
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3 PR N2 N SCAF BY S 32 T ST
Who

[&E5%E]
https://ti.nsfocus.com/security-

news/IIMWn

23. R AMELTHIZ
BRI ER

[18Fid]

MAARRLIRE —Me
Y Linux mBRGHREG, B
BRI RS ED (CSP) #
TMNEEHIZES BN NINEE
B &, WkE=EZEAERMER
FEFETENTFHEARERN
k5. kR, BEANERE
hostguard RS, XZ2—1 “fellZz
2R FRIFRFH R IE" AYE
Nz Linux FIB#HZ, BEAREE
#EcloudResetPwdUpdateAgent, X
B—IRIEHAE, AFENTA
FEE®BM LRSS (ECS) LAIRYE
B9, ZROIBINZETAHER L.
TR EHETHE shell BIAFEEX
MIARSS, AR MR M= )E
SENTHRIZZHERY ECS L4,

[&E5%iE]
https://ti.nsfocus.com/security-
news/IIMWp

@ 22A1R / 2021.10

24, REERBFNFSHI RSN HITRE

(#Fi]

MAARMARAARETRIEN—MEENINERETE, PamiEil
MNAEBBIUHNESEN 2 —, BN @RS aRS, S Ooed
FHAEEE MR NG TEMBE RS R, MEEEINNRBRIERMA
B IS BN, TH, TRAARRARNSMALERERRFTHS
RTIRPSEFQN, ENROENAEMEFTHSERATogoH BT
FHFE, RE MR R FIEMR SR IR A 5R B B AT

(&E 5]

https://ti.nsfocus.com/security-news/IIMWA

25. BlackTechB&RFI BRI GhOstTimes iR S 231# 1T
&

(#152)

H, HRAREZIN T BlackTechAIgEEANE R HFGhOstTimes,
BlackTech2—"1M4EialAHLR, FE2018FpIEX H AL RK AR, HTA
REIRTERGhOstTimesEEAI ARS8 EIR LI 7 HME RN, WTHEHS.
G132 % ELF BifroseflliEz TR, XET AP gEatbEBlackTechBLR
Ao AR ARSI BEBlackTech W HHARGSAEER, BHEATEZH
=

(SE %]

https://ti.nsfocus.com/security-news/IIMWc

26. REEFAHRREREAMEBHHENRSR

(#15R]

BT EARBREMEBRAENESR G EMBXFAEAEE (EE. MEKX
AT EM) BNTENING, AEEEERTEZNHRELE, BIFRKRA
OIRERMRNG R T, 9 A, BMEETARER, SHEKMN. RARMIEMT
BNMES BRI SRR GEI S, TRRBRERS LRIV ERIEETZ AT
ZlBlackMatter #/ZRINHFLHLRBIL TG
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(&E5%iE]
https://ti.nsfocus.com/security-
news/lIMWa

27. REEMFIZE AT
INSHREEETARGHEE

(#52]

EHRIZHABEEEIESFR
SER=(SEC)BIRIR, ABIENE
B12FfReproSourceft/\ B &2l T
PRMHIE, £9 350,000 FEEN
RERREENVSEREBITRE,
B BENE LS (ssn)ME
BESIELEIMR, WEREEE
BETRARAEREER, BECPTH
B, 2HTAS. ML ERIERIEE R N
EIRENRLER. BEERRIER
TRPERAIZ AR S LU D A SR
ANRHBEAME R8T EIM,

CE i3
https://ti.nsfocus.com/security-
news/IIMWd

28. EREIR T #tXAzure
EFBBILFAE92.4 Tbps DDoS
W&

€3%)

MREXRTE Azure =FBTE
8 BNERE—A%EE T T RUNAR
ZBEFB 2.4 Tbps DHEIBLRS
(DDoS) Wi, @i 7 IS WLEAR
$TE 2020 5 2 SPELIERY2.3 Tbps B

o DDOSHW BB & A UDP thiX B TR A EURIEIE R, AAREHK
EEBR ARSI TN, ERRRTEUERAR S 28 M H AU ER LA
o YA ERE—MHAL) 70,000 &ZBRIIGEAHMNE WL, X
L& T 2M T I AKX, FISkml. BE. 5. BXa0FE, Uk
FEFEZ,

[(&E55#E]
https://ti.nsfocus.com/security-news/lIMVV

29. 5fREAE XHIDEV-0343 APTHirR EEMUBTIE A
YN

(#15A]

Microsoft EAMSIRE0 (MSTIC) A1 Microsoft 287 Z22E617] (DSU) BIB
FTAREIMT —NIBER Y DEV-0343 BYEE/E5hEEE, DEV-0343 2 Microsoft
BUAMBIRA O (MSTIC) BUAMIEREH T 2021 F 7 B MBI RIRERIFTERNSE
Bfo MSTIC WIERE] DEV-0343 XY 250 21> Office 365 FF#H1T T [ 72 HIZ 305
o, WEHEREZEEMUBTIERFRAAE. BEANROFRRERRTRE
IV ESeIkE FIEE A

€333
https://ti.nsfocus.com/security-news/IIMWS

30. HEBEEAEHEURERE, WKHRTO0FEERE

(#i4]

TH, HAEEEAFJIVCKenwoodBET Conti BIRMHI L, WEHEE
MREFEN T 1.7TBBYER, HENERT00 HETHMRE, JVCKenwood B—F 2B
UFBANBEBEFAE, HE 1695 FRT, 2021 FHWARN 245 123%
7T ZABILLE JVC. Kenwood 1 Victor hEMIES, XLEHREEF=SZEM
KESMEE. ETRENLTEBILE. TUNEHERGAULEEXLSB
U JVCKenwoodZRiw, HAEKUMBIHE NSRS SR TIA22HERIRIT,
WEHEPIRRE I ERIE) 18] T #URE.

L33
https://ti.nsfocus.com/security-news/IIMVK
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31. EEF A Discord BRligiE# 1 TERERE

(#74]

Check Point Research (CPR) I T —FZIhae LB, BEBEER
BEE. TEHMHATEMXHULRITREICR — B XL @I F
A Discord B9%Z/0\IhEE. Discord 28 AThRERA. RiFBAFETENIE. A
M, BEJIMIATIEMA, DiscordBbotlERRABZHEEFAF. HRARK
I, EHrADiscord Bot APl @—NMEEH Python LI, EEW T ENHER T
FRIIE, BILURFAHRH 28 A T — N8 R BVITAZ P AR SR EUE Ro

(&5 1Ez]

https://ti.nsfocus.com/security-news/IIMXw

32. REEHWREFERHSHI#H1TOffice 365K KE

[#Fid]

A REI T — M2 NDEV-0343MLELE LRI & 7 E=EM BT E
PIRARE. HENENARBOLULS TAREXN2E EIETRAT. ZE
MALRIRE S N EBEEERINOffice 3650k WMEEMF—EAEMNEN
Klaons), PNZARSHERERAR, FENSREE EEXOffice 365K
FOETRERERBUAR D, ER— M NEAKFERARERF AN —
RYINPZEHTHERNIE, WhEREHRE EHIERTREN 2
RIPMK A B9 1RIAR PR,

[&E5%E]
https://ti.nsfocus.com/security-news/lIMXy

33. REF A cookieHHEUE BN &1 YouTube I EE BIHK F
(#EEiR]

REFNARBNEEN: BIRSHRME. VPN, SREWE. BRAE
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